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INTRODUCTION

Chairman Leibell, Chairman Libous, and members of the committee, thank you for the
opportunity to appear today before your two committees to discuss the importance of secure
identification documents and specifically the need to ensure integrity in the issuance of state
driver’s licenses.

I am currently a partner and founder of the consulting firm Monument Policy Group, LLC
and an Adjunct Fellow at the Center for Strategic and International Studies.'

I served as Assistant Secretary for Border and Transportation Security Policy and Planning
at the U.S. Department of Homeland Security from 2003 through 2005. I was responsible
for policy development, working closely with Under Secretary Asa Hutchinson and
Secretary Tom Ridge and many others, in the areas of immigration and visas, transportation
security, law enforcement, and cargo security. These policies largely were carried out in the
field by DHS agencies such as U.S. Customs and Border Protection (CBP), U.S.
Immigration and Customs Enforcement (ICE), and the Transportation Security
Administration (TSA).

Among the many issues for which I was responsible included strengthening the integrity of
identification documents and the systems which attempt to verify that the person presenting
an identification document is the same person to whom the document was issued and that
no new evidence of ties to terrorism or criminal activity have been discovered about the
individual since the document was issued.

" As disclosed in filings with the U.S. Congress, Monument Policy Group represents several clients with a
variety of interests related to border security, immigration, and identification document issues. Also, CSIS
does not take policy positions. Thus, this testimony is submitted in my personal capacity and not on
behalf of any third party.



SUMMARY

I urge all states to comply with the federal REAL ID statute which is a critical national
security priority. Verifying legal presence in the United States is an important aspect of the
law and a state’s refusal to do so will create significant hardships for state residents who
will find their driver’s licenses are not deemed credible documents by federal officials. In
addition, non-compliance may affect the ability of New York to issue dual use driver’s
licenses to meet the looming requirement that New Yorkers and other U.S. citizens carry a
secure credential denoting identity and citizenship to reenter the U.S. via our land borders.

There are legitimate concerns about the REAL ID statute, including providing sufficient time
to re-enroll those already holding driver’s licenses and whether the federal government will
provide appropriate funding to partner with states in this important policy area. As a state
uniquely presenting a combination of significant terrorist threats, a robust border with
Canada, a diverse population, and a well-respected driver’s license issuance program, New
York has the opportunity to lead the country towards secure and reliable identification
documents.

BACKGROUND

As concluded by the 9/11 Commission and nearly every other homeland security expert, the
poor quality of identification documents used to obtain admission or readmission to the
United States and to prove identity in situations critical to homeland security was one of the
causes of the 9/11 attacks and a principal weakness in our preparedness. While our safety
involves improvements in many other areas as well, such as intelligence and first responder
capabilities, this area of identification is one which I personally dedicated significant effort
while at DHS.

During my time at DHS, and in the years since, the U.S. government has made great strides
in ensuring that foreign travelers are screened versus appropriate biographic and biometric
watchlists, that their identification documents such as passports, visas and registered traveler
cards are secure, and that the documents and databases are designed to work together to find
the proverbial needles in the haystack. While the improvement since 9/11 in these areas is
certainly important and relevant to the security of New York and the rest of the United
States, the details of these programs — including BioVisa, Security Advisory Opinions, the
Automated Targeting System, US-VISIT, NEXUS, SENTRI, FAST, NSEERS, and SEVIS
-- are not the focus of today’s hearing

However, no matter how much progress is made on identifying threats seeking to enter the
country, it will be incomplete unless we also make it much more difficult for those here
illegally to burrow into society by pretending to be here legally. While many may view the
“border” as the physical outlines of the country, it is actually the case that our “border”
must be understood to include every airport, every place of employment, every decision by a
federal and state agency coming into contact with those here illegally, every decision to
allow access to sensitive locations, and most law enforcement encounters.

For instance, we rightfully salute the counter-terrorism success of the immigration inspector
in Orlando who identified and denied entry to the man later discovered to the likely “20"
hijacker.” Imagine that the local police officers who encountered other hijackers during
traffic stops had been given access to current watchlist information when they stopped
several other of the hijackers. Imagine if the airport screeners on September 11 had referred
any of the hijackers for secondary screening when they presented foreign passports instead
of state driver’s licenses. Just like the Orlando airport immigration check, those encounters
must be viewed as counter-terrorism opportunities as well.



The 9/11 Commission understood these realities and specifically recommended that the
federal government set standards for state-issued identification documents.’

The 9/11 Commission findings resulted in the American Association of Motor Vehicle
Administrators’ (AAMVA) creation of a Special Task Force on Identification Security. In
2004 the Task Force made specific recommendations to shore up Driver’s License /
Identification Document (DL/ID) issuance that were later reviewed and, for the most part,
adopted by Congress. These standards are referred to as the AAMVA DL/ID Security
Framework.

The crux of REAL ID is that it creates common standards for the security of state-issued
DL and ID cards and the information on DL and ID cards. These include standards that
require:

Minimum data visible on DL and ID cards such as full names;

Verification of ‘breeder’ identity documents such as birth certificates, Social
Security numbers, and primary residence;

Physical security features embedded in the card to protect privacy and make
tampering more difficult;

Security of manufacturing facilities and background checks for employees
handling DL/ID applications and cards;

Lawful presence and a match of length of stay to length of DL/ID term;
Digitization and maintenance of certain application information; and

A ‘one driver/one license’ requirement.

KKK K K KK

Thus when Congress enacted the REAL ID statute in 2005 to require states to meet certain
reasonable security requirements if their driver’s licenses are to be used for federal
purposes, it was acting on an elaborate factual record and for sound public policy reasons.

CURRENT STATE OF REAL ID IMPLEMENTATION

Despite efforts by the ACLU and other self-described privacy groups to gut the law,
Americans strongly support secure identity document standards in the REAL ID: A recent
Zogby poll determined that 70 percent of Americans support the introduction of national
minimum standards for driver's licenses.

Unfortunately, federal legislation has been proposed to repeal or delay REAL ID employer
standards and the grant program. Without REAL ID, the country will be forced to move
towards a national ID card, probably in the form of a new, tamper-resistant Social Security
card. For opponents of a national ID card, REAL ID is the last and best chance to avoid that

% The Commission stated on pages 387 and 390 of the 9/11 Report:

All but one of the 9/11 hijackers acquired some form of U.S. identification document,
some by fraud. Acquisition of these forms of identifications would have assisted them in boarding
commercial flights, renting cars, and other necessary activities.

Recommendation: Secure identification should begin in the United States. The federal
government should set standards for ... sources of identifications, such as driver licenses.

Recommendation: The President should direct the Department of Homeland Security to
lead the effort to design a comprehensive screening system, addressing common problems and
setting common standards with system wide goals in mind.



reality.

To be fair, the slow rollout of the REAL ID regulations and lack of federal funding have
made the environment within which states must comply more difficult. However, the
reasoning behind the law is as sound as when enacted — we simply must ensure that the
federal government can rely on a state-issued identification document to trust that the person
presenting the document is:
¥ Who he or she claims to be;
¥ Has not been matched against any applicable criminal or terrorism watchlist of
database; and
¥ Is entitled to the deference a American citizen, legal permanent resident, or properly
vetted foreign visitor complying with the terms of his or her admission should
receive concerning their activities within the country.

Following extensive discussions with state DMV’s and other stakeholders, the proposed
regulations to implement REAL ID were issued by DHS on March 1, 2007. The comment
period was closed on May 8, 2007 with some 15,000 comments received. The final
regulations have been submitted to the White House Office of Management and Budget for
final approval and publication, likely later this year.

On September 10™, the U.S. Senate Homeland Security and Governmental Affairs
Committee held a hearing entitled, “Confronting the Terrorist Threat to the Homeland: Six
Years After 9/11.” Senator John Warner (R-VA) asked the leadership of our counter-
terrorism effort: “[GJiven your dramatic statement here this morning, particularly about Al
Qaida and the threat to this country, where [do] you rank the [REAL ID Act] as a priority
program. And do you fully or equivocally endorse it?”” DHS Secretary Michael Secretary
Chertoff stated that he ranked the program “at the highest priority.” Director of National
Intelligence Michael McConnell stated that he “fully endorse[d]” the REAL ID Act.
National Counterterrorism Center Director John Redd stated that, “We need to get to the
point where we can tell yes or no, this is the individual — or not.” Finally, FBI Director
Mueller stated that, “Anyone who has read the 9/11 Commission report and understands
the utility that the hijackers put on these IDs would understand the necessity ... and the
importance of [the REAL ID Act]. Absolutely support it.”

In addition, “report cards” from the 9/11 Commission and comments from the
Commissioners, including Co-Chairman Tom Kean and John Lehman, have identified
REAL ID as a key but unfulfilled recommendation of their report. Similarly, every former
high-ranking DHS official that [ am aware of has backed the law and many have pleaded
that the Congress should provide substantial funding to states to comply. Obtaining federal
funding for REAL ID compliance is a key priority of the National Governors’ Association,
the National Conference of State Legislators, the Fraternal Order of Police, the Partnership
for a Drug-Free America, the Coalition for Secure Drivers Licenses, and a wide range of
security and law enforcement officials.

It is unfortunate that the Bush Administration has not requested and, for the most part,
Congress has not provided the funding that states reasonably have requested. Hopefully
once the regulations have been issued, a federal consensus will emerge as to a reasonable
level of federal funding for state use in this critical area. However, many states, such as
New York, generally have the necessary technology in place to comply. If, as expected, the
cost of re-enrolling existing license holders is spread out over 10 years, states with good
issuance systems may find compliance well within their grasp.



It is true that the legal landscape for REAL ID implementation is somewhat uncertain. As
mentioned above, the final regulations are expected this fall. The statutory deadline for a
state to be producing REAL ID compliant licenses is May of 2008, obviously an
unworkable deadline. DHS already has signaled that any state wishing to receive more time
to comply will be allowed to seek a waiver of this deadline. Most observers expect that the
regulations will only require that states be issuing REAL ID compliant licenses by the end
of 2009, that all licenses for individuals under 40 years old be reissued by 2013 and that all
licenses be REAL ID compliant by 2018. If these deadlines are accurate, it means that my
son, born 8 days before 9/11, will be 17 years old when REAL ID is implemented fully:
there is simply no acceptable reason for additional delay..

RECENT NEW YORK STATE ACTIVITY

The recent announcement by the New York Governor to change existing state policy with
respect to issuance of driver’s licenses to those unable to prove legal presence raises
significant policy issues.” From a broader public policy viewpoint, I believe the policy to be
misguided and likely to place a heavy burden on legal New York state residents.

As described above, states are likely to receive extensions on an initial compliance date and
up to 10 years to reenroll their citizens. However, obtaining these extensions may require a
state to certify to DHS that it plans to comply with the regulations at those later dates. If a
state, such as New York, refuses to make this certification because it does not plan to
comply, DHS may very well deem the state in non-compliance in May of 2008. If that
unfortunate event happens, credentials issued by that state likely will be deemed
unacceptable for federal purposes. While DHS has shown little interest in defining
“federal purpose” as broadly as it could, Congress specifically decided that boarding a
commercial aircraft and entering a federal building requires a REAL ID compliant license.*

This is a legal train wreck waiting to happen, not only affecting New York state residents but
also people in several other states which have indicated they do not plan to comply with
REAL ID for various reasons. While DHS has shown great flexibility in many aspects on
REAL ID compliance, it may not have any such flexibility should a state affirmatively refuse
to comply. Thus all legal New Yorkers, as soon as next year, may be forced to obtain a
passport or a new card-size Passport card if they fly domestically or plan to visit a federal
facility. This is a heavy and unnecessary burden to place on legal residents.

Ironically, the REAL ID law itself recognized that some states might wish to provide
identification documents to those who could not prove legal presence. New York and other
states will be entitled to issue secure credentials to such individuals but they must be
designated in a manner to allow federal officials to differentiate them from REAL ID
compliant documents. Thus, if New York or another state makes a policy determination that
providing quality identification documents to all residents is important, there is a legal path
for doing so that will not burden legal state residents.

REAL ID AND THE WESTERN HEMISPHERE TRAVEL INITIATIVE

During my tenure at DHS, I assisted with the development of the Western Hemisphere
Travel Initiative (WHTI) later recommended by the 9/11 Commission and mandated by

* I cannot speak to the questions whether the new policy was enacted in accordance with procedural
requirements under New York state law or whether it substantively is permissible under state law.

* While the proposal did not become law, it is worth noting that the failed U.S. Senate immigration bill
would have required those utilizing a driver’s license to assert their legal presence in the U.S. to present a
REAL ID compliant driver’s license when seeking employment in the U.S.



Congress. I am firmly convinced, that if properly implemented, we will look back at WHTI
as the program that brought not only unprecedented security but significantly enhanced
efficiency to our land borders.

The Departments of Homeland Security and State reviewed the continued viability of
allowing Americans and Canadians, and those claiming to be such, the continued ability to
enter or reenter the United States without producing a secure travel document and concluded
that our post 9/11 security requirements could not co-exist with such a gaping weakness.
This policy was especially glaring when we were going to such lengths to ensure that other
travelers had undergone elaborate security reviews and were required to demonstrate that
they did not present a risk of terrorism, crime, or immigration fraud. Simply put, all of the
progress being achieved was being undermined by one simple fact: a person clever enough
to find an easily forged or stolen driver’s license or birth certificate or to develop a fake
Bronx accent could be deemed admissible to the United States.

Thus, the Departments proposed, first as an administrative change, then as a policy proposal
to the 9/11 Commission, and finally as a legislative proposal to the Congress, the WHTI
program to close the loophole. Congress rightfully enacted WHTT as part of the
Intelligence Reform and Terrorism Prevention Act of 2004.

The basic tenants of the DHS and Department of State to implement WHTI remain sound.
The implementation plan for the land border was wisely designed not just to solve the
security concerns of confirming the identity of border crossers and ensuring individuals on
watchlists and criminal databases are intercepted. Currently, only a small fraction of cross-
border travelers have travel documents equipped with Radio Frequency Identification
(RFID), meaning a U.S. Customs and Border Protection officer encounters individuals in
vehicles with no advance warning of their border crossing history or any pre-vetting of their
identity. The Passport cards will be equipped with vicinity RFID to transmit a pointer to a
database containing previously-supplied biographic information to allow CBP to conduct
watchlist checks on individuals arriving at land ports of entry. It is further expected that
Canadian provinces will build and supply a similar travel document to its citizens to facilitate
their travel. The Passport card will facilitate land border travelers by allowing a border
inspector and our border inspection databases to review travelers while their vehicles are
waiting in line to cross the physical border. CBP has a tremendous frontline workforce but
asking a CBP officer to make an admissibility decision on such conditions is daunting and
unnecessary. Even saving a few seconds in the processing of the average traveler and small
decreases in the number of individuals referred for secondary screening due to identification
document problems will yield tremendous improvements in vehicular throughput.

As it seeks to deploy this new capability, the Federal government rightfully is trying to
leverage the large investment States have already made in their secure ID systems, and the
additional investments they will make to become REAL ID compliant. The States are
investing billions of dollars as part of their security enhancement and REAL ID compliance
effort, to establish an ID infrastructure that delivers a high level of security in the enrollment,
verification and issuance processes. The States have established security processes that
complement and provide additional layers of security to protect U.S. citizens in addition to
the steps that are used for the current passport, or planned Passport card. In addition, most
DMV’s are conducting a series of independent security checks against criminal databases
to identify felons and imposters. From a counter-terrorism point of view, it is difficult to
ascertain any security advantage in the vetting process to obtain a Passport card versus a
REAL ID license, especially since DOS will ask individuals to submit licenses as part of a
passport or Passport card application.



It makes sense, particularly during a period of tight budgets, to leverage the expertise the
States have in managing large scale end-to-end ID systems to help fulfill WHTI. States will
need to recognize the technical needs of DHS and build credentials that can be read by the
same federal readers while providing DHS advance information about travelers via Radio
Frequency technology. WHTI was designed to simplify and speed up the border
inspection process, and states should not expect that DHS will allow a plethora of
acceptable cards and technologies at the border.

Thus DHS is to be congratulated for aggressively pushing the Enhanced Driver’s License
to get secure identification documents in the hands of as many border residents as possible.
The EDL would be issued to meet WHTI requirements to protect vital cross-border traffic
with Canada and Mexico. To date DHS has entered into agreements with Washington state,
Arizona, and Vermont on EDL programs and has active discussions underway with other
states.

For many citizens, obtaining an EDL will be much more convenient than having to apply
and pay for two separate identity documents in a short period of time. This convenience
will be even more important if the Department of State cannot build issuance capability to
meet the expected Passport card demand in an unfortunate repeat of the current delays in
passport issuance.

It is important to note that the EDL program can and should begin now and does not need
to be delayed until the REAL ID regulations are implemented. However, it is not at all clear
that DHS will be willing to partner with a state that is affirmatively refusing to comply with
REAL ID, even if tried to limit EDL’s to those able to demonstrate citizenship. If New
York state and DHS cannot effectively negotiate an EDL agreement soon, all New York
citizens will be required to obtain a federal passport or Passport card if they wish to return
to the U.S. beginning next year. An EDL program presents a much more convenient and
less costly option for New Yorkers but the recent driver’s license announcement places it in
jeopardy.

CONCLUSION

Thank you again for the opportunity to appear before you today. I welcome any questions
you might have and would be happy to assist your continuing work on these important
issues in the years ahead.



